
To risk or not to risk?

Dr Iraklis Lazakis

Dpt of NAOME

University of Strathclyde

LNG Bunkering & Training Challenges



LNG Bunkering & Training Challenges



To risk or not to risk?

Risk, Reliability and criticality analysis tools/methodologies assist in 

optimum delivery of risk strategy. Two major classifications:

 Qualitative ones

 Quantitative ones
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Risk analysis tools 

Risk tools and 

techniques

Qualitative Quantitative

FMEA/FMECA

HAZID

HAZOP

SWIFT

SWOT

ETA

RBD

BBN

FTA

DFTA



FMEA/FMECA

Aim: review a system under consideration, provide details 

on identifying failures and their causes, determine failure 

end results 

Bottom-up approach mapping overall failure events of 

system/process

Highlight items/processes for improvement at design stage 

regarding safety and operation characteristics

Applied at initial stage of a main system reliability analysis

 Interim stage in order to update the existing reliability 

exercise



FMEA – ship Diesel Generator

Failed item
Failure 

event
Failure cause

Effects Detection 

method

Prevention 

method

Repair 

time

Unavail

ability
Remarks

Local Global

Oil mist 

detectors

blocked No vacuum 

(vacuum breaks), 

filter chocked, 

faulty, valve 

chocked/damaged

unable to 

detect oil mist

stop engine, 

explosion

failure alarm regular "zero 

setting", 

calibration

1hr 1.5-2 hrs replace by 

spare (at 

least one/dg)

Cylinder 

heads 1-6

leakage, 

overheating

cracks, faulty 

exhaust valves, 

improper 

combustion

high temp 

alarm, smoke 

detection/alar

m

stop engine high 

pressure/temp 

alarms

proper 

monitoring of 

oil, exhaust & 

water pipes 

2 hrs 3-4 hrs proper 

maintenance

Governor erratic 

function

electronic/mecha

nical control 

failure

cannot 

operate/malfu

nction load 

share

stop engine frequency meter, 

kilowatt meter

lube oil 

replenish, 

maintain 

electronic 

circuits

2 hrs 3 hrs

Valves, fuel 

injectors

blocked 

valve and/or 

injectors

Lack of 

maintenance, 

poor fuel quality, 

fuel temperature 

not correct, oil 

leakage on valve, 

not proper fuel 

injection/combust

ion

Load share for 

relevant 

cylinder, 

insufficient oil 

combustion, 

excessive 

smoke

Deferential 

temperature 

of exhaust 

gas

High deferential 

temperature 

indicated local 

or at control 

room monitors 

visual inspection

Overhauling/i

nspection and 

parts 

replacement 

according to 

manufacturer's 

instructions

1/2 hr 1 hr spare fuel 

injectors 

ready for use

Turbocharger bearing 

failure, 

seizure

lack of 

lubrication, 

excessive carbon 

deposits, cracked 

blades, inlet filter 

chocked, not 

sufficient air 

pressure, surging

bearing 

damage, 

turbine 

damage

lower output, 

high fuel oil 

consumption

high exhaust 

temp, reduced 

efficiency, low 

scavenge 

pressure 

(surging)

monitoring 

bearings, 

exhaust temp, 

scavenge 

pressure & 

temp

6hrs dependin

g on 

turbine 

condition 

(cleaning 

with 

chemicals

, etc. -

12-24hrs



FMECA
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1 2 3 4 5 
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y
 

A A1 A2 A3 A4 A5 

B B1 B2 B3 B4 B5 

C C1 C2 C3 C4 C5 

D D1 D2 D3 D4 D5 

E E1 E2 E3 E4 E5 

 

Level 1 negligible criticality 

Level 2 tolerable criticality 

Level 3 tolerable, specific measures in place 

Level 4 intolerable criticality 

 

Severity levels

 A minor

 B marginal

 C major

 D critical

 E catastrophic

Severity categories

 Personnel safety

 Environment

 Asset integrity

 Operation

Frequency levels

 Extremely unlikely

 Remote

 Occasional

 Probable

 Very frequent



FMECA – ship DG system



HAZID

Hazard Identification (HAZID) approach identifies potential 

causes of harm to people (working personnel and public), 

environment, asset, business

 initial step for introduction of risk analysis/assessment

used in the examination of hazards related to:

physical situation (vessel approaching the quayside), 

activity (e.g. diving operations)

material (oil spill and potential fire/explosion

qualitative way create list of potential hazards, which will 

also assist in identifying measures for mitigation, prevention 

or controllable acceptance of risks created



HAZOP

HAZOP (ABS 2003)

Item Deviation Causes Consequences Safeguards Risk Ranking 

(Consequence, 

Likelihood)
Recommendations

1.1 High flow No mishaps of 

interest

1.2 Low/no 

flow

Plugging of 

filter or piping 

(especially at air 

intake)

Inefficient 

compressor 

operation, leading 

to excessive 

energy use and 

possible 

compressor 

damage

Pressure/vacuum 

gauge between the 

compressor and the 

intake filter

Medium Risk 

(Consequence: 

Medium, 

Likelihood: 

Medium)

Make checking the 

pressure gauge 

reading part of 

someone’s daily 

rounds

Rainwater 

accumulation in 

the line and 

potential for 

freeze-up

Low/no air flow to 

equipment and 

tools, leading to 

production 

inefficiencies and 

possibly outages

Periodic 

replacement of the 

filter

Replace the local 

gauge with a low 

pressure switch that 

alarms in a manned 

area

Rain cap and screen 

at the air intake



Structured What-If Technique (SWIFT)

Structured What-If Technique (SWIFT) used as a hazard 

identification method

mind-mapping activity which enables a relatively smaller 

team of experts to perform the hazard recognition activity

 structure similar to HAZID / HAZOP

More flexible compared to HAZID / HAZOP

group of multi-disciplinary experts with broad experience of 

system to be analysed is employed using checklists to 

identify potential threats



SWIFT

SWIFT (DNV 2001)



Strengths, weaknesses, opportunities and threats 

(SWOT)

Strengths, weaknesses, opportunities and threats (SWOT) analysis: 

decision making tool assisting in evaluation of project/system

Examines specific objectives of project/system by considering internal 

(strengths and weaknesses) and external (opportunities and threats) 

factors that influence stated objectives

 can be performed at initial stage of a decision-making process by a 

single expert or most preferably by a team of experts

Can be combined with other analytical tools such as the Analytical 

Hierarchy Process (AHP) to provide a quantitative estimate 



SWOT

SWOT analysis (Arslan & Er 2008)



Event Tree Analysis (ETA)

Event Tree Analysis (ETA) used for risk identification on technical 

systems

Modelling of initial undesired event/failure (shown on the left side) and 

proceeds with description of several branches denoting the failure 

aftermath possibilities (shown on the right side), usually in binary way

 conditional probability values assigned to each branch created with the 

cumulative sum of all values of each branch equal to 1

 calculate the probability values for the end-events of the Event Tree, 

multiplication of all the intermediate values takes place, with the sum of 

all values of all outcomes being equal to 1 as well.



ETA

ETA (Konovessis and Vassalos 2007) 



Fault Tree Analysis (FTA)

Fault Tree Analysis (FTA): well-known reliability tool used in various 

research studies for different applications since introduction in ‘60s, 

‘70s 

deductive (top-down) method aimed at pinpointing causes or 

combinations of causes that can lead to defined top event

detailed and organised structure consisting of:

a top event (or in technical terms top gate), 

 intermediate gates/events and 

basic events showing the dependability steps and process under 

which the latter (basic events or causal factors) lead to the failure of 

a top event



FTA

Main system/plant

System 1 System 2 …… System n

Sub-

system 1
….

Sub-

system n

Equipment 1 …. Equipment n

Item 1 …. Item n



FTA

FTA (offshore support vessel)



Reliability Block Diagrams (RBD)

 Reliability Block Diagrams (RBD) based on formation of set of blocks 

which follow logic diagram sequence and represent the system under 

consideration

 blocks are then assigned failure or success values according to their 

contribution in the overall system

 its reliability can be calculated when attributing relevant reliability values 

to different blocks

 calculation of overall system availability when assigning repair value on 

each specific block

 when preparing an RBD, order of failure occurrence of individual blocks 

is not of importance.

 RBD cannot use multiple conditions (only use binary states)



RBD

RBD example of series, parallel and a combination of the two RBD system 

configurations (BS/ISO 5760 2007)



Bayesian Belief Network (BBN)

 Bayesian Belief Network (BBN) is represented as a direct acyclic graph 

which consists of a set of nodes (variables)

 Nodes show different system states

 Arrows (edges) represent probabilistic dependence among variables 

and connect nodes

 graphical representation BBNs, nodes from which arrows originate are 

called ‘parent’ nodes (e.g. X1 is the ‘parent’ node) 

 the ones to which the arrow ends are called ‘child’ nodes (e.g. ‘child’ 

node Xn)

 ‘root’ nodes signify that there are no arrows leading to them (e.g. X3 in 

this case).



System/Sub-system/Component Network



Main Engine Network



Turbocharger Network



Steering Gear Network



Which one to use

LNG Bunkering & Training Challenges



LNG Bunkering & Training Challenges



Some way to go…
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