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Introduction

• This presentation deals with the risk management system and risk analysis frameworks and
techniques.
• Despite of the considerable evolution being made across many countries, industries and
sectors, there are still misconceptions, misuses and ambiguities in the field of risk
management
• The field of risk management is faced with difficulties in defining and agreeing on principles.
Risks are dealt with, in different ways across different countries, industries and sectors. Terms,
definitions and interpretations are as varied as the number of sources providing them. There
are no agreed unified definitions of risk analysis, assessment and management and due to
this fact there are often misconceptions.
• Different terms, for example “risk analysis” and “risk assessment”, are often used
interchangeably. Further, a single term may be used in various ways, meanings or contexts.
• The Society for Risk Analysis (SRA 2004) has chosen to broadly define the term “risk
analysis” as the process that includes risk assessment, risk characterization, risk
communication, risk management, and policy making while....,
• The European Commissions Health and Consumer Protection Directorate (EC 2000) defines
the term “risk analysis” as the encompassing term used to describe three major sub-fields of
the discipline, namely: risk assessment, risk management and risk communication.
• Further, the Comprehensive Risk Analysis and Management Network (CRN 2004), which is a
Swiss-Swedish workshop network initiative for international cooperation among governments,
academics and industries and sectors, defines “risk analysis as the risk assessment analysis
and communication techniques and tools which consist of a systematic, logical set of actions
used to classify hazards, assess risk, and implement controls to mitigate risky conditions.

Terms and definitions - risk analysis, assessment and management

Factors for arising variations
• Variations prevail in terminology, definitions, concepts, as well as
methodologies and practices as seen in the table above, which are the
result of a wide range of different factors, amongst which we distinguish:
a) different perceptions, attitudes and values with regard to risks in
different socio–economic-political contexts; and
b) different requirements and specifications of diverse industrial sectors
and risks specifications in various regions and countries.
While an additional factor is : that difficulties exist in deciding on the
principles in the field, as every country has its own priorities, local
communities, central authorities and different kinds of legislation
Considering the above an attempt is undertaken to provide a unified
understanding of the central concepts related to the risk management
system
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A unified concept of the risk management system
• Firstly and most importantly; how risks are determined?
•

Risks are determined in terms of the likelihood that an uncontrolled event will occur and the consequences of that event
occurring.

• Risk = Likelihood of occurrence × consequence
• The risk management system is the overall process consisting of two essential interrelated and overlapping, but
conceptually distinct parts – risk assessment and risk management.
• In recent years, however, risk communication has become an additional integrated component of the risk
management system.
•

Risk assessment, which is similar to safety assessment, is an element of the system that consists of risk
analysis and risk evaluation

a)

On the one hand, risk analysis could be defined as the scientific process in which, by implementing a wide
variety of methods, techniques and tools, the risks are spotted, estimated and illustrated in qualitative or
quantitative terms

b)

On the other hand, risk evaluation could be defined as the process of contrasting estimated risks with
established risk evaluation criteria (criteria based on the available technology, legal requirements, practices,
processes, or achievements) in order to determine the significance of risks and provide recommendations for
the decision-makers at multiple levels
Risk assessment combines both risk analysis and risk evaluation, providing practical and logical structured
inputs and perspectives about risks to the decision making phases, policy development, strategies and
measures for managing risks. Although risk assessment provides necessary inputs for assisting decision
makers to make better, more safel and informed decisions, it may not necessarily give away answers to
many questions, such as the level of risks, trade-offs in risk control, costs and benefits
•

To deal with these issues it is required to consider factors other than technical and scientific ones such as socioeconomic, priorities & perceptions etc.

Main phases, stages and steps of the risk management system
•

The figure shows the generic integral components of the risk
management system.

•

As mentioned above, the risk management system is a stepwise
process consisting of the following interrelated but distinct phases:
risk assessment (analysis and evaluation) and risk management.

•

Each phase consists of several stages, steps and sub-steps that, in
principle, are sequential.

•

However, in many circumstances , this may not necessarily be so.
Researches in the field of risk management are often,carried out on
an ad-hoc basis. Initiation of the process is caused by combinations
of varying factors at any given time, including:
•
•
•
•

the seriousness of accidents,
threats, issues or concerns,
the availability of resources, of additional or new data, and
improvements and developments of more advanced methods
and tools.

•

The circular form of the risk management model represents a
dynamic model. The overall risk management process has a
hierarchical structure form consisting of different levels, in which the
highest levels are further broken down into stages, steps and substeps.

•

The processes are interactive, where changes, re-evaluations and
refinements may often occur .Although shown in a sequential and
seamless order ( risk analysis, risk evaluation and risk
management) some stages and steps may be carried out and
accomplished simultaneously.

•

Skipping processes and returning to the previous ones are also
possible. This is due to many factors, including the availability and
accessibility of additional or new risk-related data and information,
the breadth and depth of the analysis, results of the study, reevaluations and redefinitions, and decision-making alternatives

Phase 1: Risk analysis
• Risk analysis is the process through which risks are examined
in multiple levels – qualifying and quantifying – to estimate the
extent of risks, how risk components are inter- related, and
which ones are the most important to deal with.
• The main phases of risk analysis are:
1) preparations for analysis,
2) risk analysis process and
3) conclusions and recommendations.
These integral phases of risk analysis consist of several
steps and sub-steps, which are identified and further
developed in the next slides

Phase 1: Preparations for the risk analysis
Preparations for risk analysis consist of the following major steps ( which are applied for the maritime transport
chains) :
• Background: Establish the particular context based on which risks of the maritime transport of dangerous goods,
will be analyzed and evaluated in order to allow decisions to be made. Without the context and without being
aware of how the risks of dangerous goods can be weighed against other risks, it is hard to put these risks into
perspective.
• Perform a preliminary or screening risk analysis: For example, perform a preliminary risk analysis in terms of
types of marine accidents, vessels, dangerous goods, vessel traffic, operations and geographical locations.

• Determine who should conduct the risk analysis: Set up a team of risk analysts, whose members are familiar with
the maritime transport systems, risks and risk analysis methods and techniques, including other knowledgeable
persons with a variety of related qualification in the field.
• Identify stakeholder parties: Identify parties that are concerned with risks issues and are influenced by decisions,
such as decision or policy makers, ship-owners, operators, employees, and many other parties interested in the
maritime transport.
• • Identify risk generating activities: Identify risk generating activities, such as (un)packing, handling/discharging,
stowage and transportation.

•

• Identify and formulate problems: Some common issues include safety and health of employees, marine
environment pollution, property damage, security as well as economic characteristics.

•

Set the objectives of risk analysis: the primal aim of every risk study is to provide decision-makers with more
information and tools.

• Define boundaries: Define the system’s physical and analytical boundaries.
• Select appropriate methods and techniques: Based on the amount, type and quality of data, the time and
resources available, and the legal requirements, if any, select the appropriate tools and techniques.

• Collect relevant risk-related data and information: Identify the data sources and collect the risk-related data.

Phase 2: Risk analysis
• Risks analysis varies from simple to very complex. A preliminary analysis may be conducted before the detailed risk
analysis.
•

The phase of risk analysis has the following key steps and sub-steps:

• Step 1: System definition
Maritime transport system: define and describe the system and its inter- related activities, whose risks are to be analyzed and
managed – the maritime transport system and related activities.
• Regulatory system: review and evaluate the existing regulatory framework governing the maritime transport system
After the systems definition and based on risk-related data, information and risk analysis techniques, analyze risk attributes
including:
•

• Step 2: Hazards identification
•
•

Define major events, including the wide range of breaches and failures of packages.
Investigate transport/distribution hazards, including their causes and contributing factors that have or can lead to loss of
containment or involvement of dangerous goods.

• Step 3: Exposure and consequences analysis
•
•

•
•
•

•

Dangerous goods and their hazards: Explore the list of products and the hazards they present or are likely to cause to the risks
receptors.
Dangerous goods release-dispersion-concentration: Explore sequences of events following the release, dispersion,
concentration and/or involvement of dangerous goods that can lead to consequences for the risk receptors.
Modes of contact: the routes of exposure: Explore the ways and routes through which dangerous substances and/or hazards
come into contact and affect the risk receptors.
Dose-effect assessment: Explore and assess dose-effect relationships.
Risk receptors exposure: Establish a classification of risk receptors and estimate the size of exposure of the risk receptors with
regard to dangerous goods hazards.
Consequences analysis: Explore the primal nature of consequences of dangerous goods hazards for the risk receptors.

Phase 2: Risk analysis

• Step 4: Likelihood estimation – quantification
Quantify the risk and system elements, including:
• Quantify risk elements: including major events, hazards, causes and
contributing factors.
• Exposure estimation: Estimate the size/extent of risk exposure of
receptors to dangerous goods hazards, along with the magnitude,
duration, and spatial extent of the exposure.
• Consequence estimation: Estimate the magnitude of the actual
consequences of dangerous goods hazards to the risk receptors,
including the influencing factors and conditions.

• Step 5: Risk estimation and presentation
• Risk estimation: Estimate risks by combining: a) the likelihood and
consequences; b) the consequences and exposures to dangerous
goods hazards.
• • Risk presentation: Present estimated risks based on risk
presentation formats, including formats such as tables, graphs,
diagrams and maps.

Stage 3: Conclusions and recommendations

This stage consists of the following key steps:
• Step 1: Conclusions:
Combine information about the main risk elements, including
hazards and their causes and contributing factors,
frequency/probability, their consequences, and their
estimated risks.
• Step 2: Recommendations:
Develop a list of recommendations for enhancing risk
management in the maritime transport. Advise on relevant
research fields and questions for further future research.

Phase 2: Risk evaluation

Risk evaluation may include the following steps:
• Step 1: Select risk evaluation criteria:
In many countries and sectors, there is a wide variety of
established qualitative and quantitative risk criteria or standards for
evaluating various types of dangerous goods risks, including
human safety and health risks (individual, public or societal risks),
environmental risks and property risks.
It may become an essential task to identify and decide on the
related specific risk criteria for certain estimated risks in a specific
country or sector. Selection of risk criteria may also depend on the
results of the risks analysis and how risks are estimated.
Further, in cases when aggregated risks (compounded risks
combining human, environmental, property and other risks) are
analyzed and estimated, selection of the right risk criteria for the
evaluation of this type of risks are also required. Not all types of
risk criteria available may serve the evaluation of aggregated risks.

Phase 2: Risk evaluation

• Step 2: Compare estimated risks against the risk criteria:
In order to determine the significance levels of the estimated risks, at this phase estimated
risks are compared against the selected risk evaluation criteria available for the transport
of dangerous goods.
Risk evaluation also employs a wide range of additional factors and procedures other than
scientific and technical ones. Risk evaluation may involve different parties concerned or
affected by hazards of dangerous goods, including decision or policy makers at high
levels.
• Step 3: Prioritize/rank risks:
when involving various types of risks, the results of risk evaluation may show that risks
(human, environmental and property risks) may have various degrees of significance or
lie on various risk regions or levels.
Further, a task with paramount importance in quantitative risk analysis is to relate risks to
various system elements (types of ships, types of dangerous goods related activities such
as loading and discharging, classes of dangerous goods, location of accidents etc) and
risk receptors (crew, passengers, stevedores etc).
In order to prioritize risk management strategies and measures and subsequently
resources and efforts, risks are ranked according to their significances.
• Step 4: Propose risk management strategies and measures:
Certain risk criteria contain principal risk management strategies and measures.
At this phase, a more detailed list of strategies and measures to deal with the present
level of risks can also be developed and proposed for further scrutiny, including further
detailed risk analysis and cost-benefit analysis.

Phase 3: Risk management

•
•

•
•
•
•
•
•

Risk management attempts to provide answers to the questions on
how better deal with risks, such as :
What can be done?
What alternatives are available and what are their associated
trade-offs?
What are the effects of current decisions on future options?
The key stages and steps of risk management are:
Identify, analyze and select decision making alternatives
Decision-making
Planning
Implementation and enforcement
Follow-up and monitoring actions

Phase 3: Risk management
Stage 1: Identify, analyze and select decision making alternatives, including:
• Identify main interests: Identify and request involvement from major interests who will be involved in the decisionmaking and are affected by actions resulting from it.
• Risk management strategies: Identify and determine which risks are essential to deal with and what key strategic
decisions must be taken to avoid/eliminate, reduce, transfer or retain risks.

• Risk management measures - options generation: Identify existing choices for the decision makers. Identify also
the factors that will influence the decisions and risk factors, as decisions are rarely based on one single factor
alone.
• Select methods and tools: Select the appropriate methods and tools for the analysis of alternative options.

• Option analysis and evaluation: In the light of the results of risk assessment and other relevant evaluation, conduct
specific analyses including cost-benefit analysis and appraise/ weigh/ options.
• Option selection: Select and recommend appropriate alternative approaches for implementation of risk
management strategies and measures.

• Residual risks and recommendations: Classify residual risks and make recommendations for managing them.
Stage 2: Decision-making:
This concerns decisions on realization of selected risk management strategies and measures. In consultations
with stakeholder parties, weighed alternatives are selected and decisions are made for their implementation. The
decision may entail implementation of measures to minimize or eliminate unacceptable risks. When appropriate,
risks are minimized, reduced or transferred in the most cost effective way. When they are justified, risks are
retained or accepted.

Phase 3: Risk management
Stage 3: Planning:
Prepare and communicate action plans to deal with risks, including:
• Documentation of strategies, actions, goals, and schedule dates;

• Emergency response and contingency planning;
• Transport planning;
• Providing supporting information needed to implement risk management strategies and measures.
Stage 4: Implementation and enforcement:
The implementation or execution of risk management strategies and measures, including:
• Implementation of risk management measures for diverse risks and systems components; • Emergency response plan and means;
• Education and training of all persons involved;
• Supervision, inspection and monitoring to verify compliance with regulations;
• Measures to enforce compliance;
• Safety management audit.
Stage 5: Follow-up and monitoring actions:
Follow-up and monitor the effectiveness of scheduled actions and the constant update of all assessments as they alter due to the
implementation of actions and changes in the transportation network and the surrounding environment over time. The decision-making
process is a central element of risk management. It is a discipline in its own right and involves identification and assessment of alternative
actions for risk management, taking into account costs of actions, the likelihood of future uncertain actions that may occur if the action is
taken, and the rewards or costs estimated to occur.
In the shipping industry, decision-makers in every level are continually faced with difficult decisions. A wide range of complex factors and
conditions contribute to difficulties in the decision-making process. For managing risks of dangerous goods, the process involves not only
consideration of technical factors, but also political, social, economic, and many other..
Further, the process may be complicated by the variety and complexity of the choices and the environment in which they are made,
multiple and often conflicting objectives, different perspectives of those who are involved and affected by risks, sensitivity of decisions and
uncertainty of various variables in the decision-making procedure. It is, therefore, essential to provide decision makers with reliable and
sufficient information to make sure that they have taken a decision to their best interest.

Risk communication
• Risk communication is not a phase on its own, but it is rather an integrated feature of the system. In every
phase and stage of the process, communications among the parties involved are essential and important.
Risk-related information that is generated at each stage should be communicated to the concerned parties.

• Risk communication has evolved as an important element of the risk management system. Its role in
attitudes towards risks, risk analysis, risk evaluation and risk management have been explored in several
risk communication studies
• Amongst some according to Kasperson minor risks in quantitative terms sometimes produce intense
reactions, while major risks may often be ignored. This is partly due to the risk communication approaches
implemented. The public responses to risks can be amplified or reduced depending on how the
communication of the risk interacts with psychological, social, cultural, and institutional processes.
• It is an interactive process in which exchange of information and opinions takes place among risk
assessors and managers and other concerned parties, including various individuals, groups and institutions
interested in risk issues and methodologies.
•

The interface among interested parties is a critical element for ensuring that the results of risk assessment
can be utilized to support the decision-making processes in every levels.

• The risk communication process covers a wide range of activities directed at enhancing the knowledge
about risk matters and participation in risk management. The process also includes discussions about the
nature of risks, risk levels and risk management strategies and measures
• Further, people express concerns, thoughts and reactions to risks to legal and institutional bodies
responsible for risk management. The public prefers clear information regarding risks and associated
uncertainties, including the nature and extent of disagreements among various experts in the field.

Risk communication
• Effective risk communication practices are among the most important tasks of industries and governments.
• The essential requirements of good risk communication practices are:
a)
b)
c)

undertaking “science translation”,
addressing uncertainties, and
dealing with science and policy interfaces.

OECD has also been working to identify practical ways to make risk communication an integral and effective part
of the chemical risk management process.

• For the transport of dangerous goods, risk communication encompasses a wide range of specific activities,
including:
• Disseminating/sharing risk-related issues, best practices and experiences;

• Disseminating/sharing relevant risk-related data and information;
• Dissemination/sharing research results concerning risks issues and methodologies;
•

Holding public hearings on risks and risk management issues;

• Providing warnings about dangerous goods hazards;
• Developing publicly accessible databases concerning dangerous goods risks.
• Public information about risks of dangerous goods has become a norm in many countries and industries. Risk
assessment processes and outcomes are required to be opened to greater participation and scrutiny by all
parties concerned and/or affected. This, in turn, has required the need to help the public understand risk
information and to help decision makers to understand public’s risk perceptions and responses.
•

Perceptions and responses are complex, multidimensional and diverse, as “the public” consists of many publics,
including individuals and groups of people, which have different values and interests in risk issues and risk
management. Understanding of public concerns must be the basis for an effective risk management strategy

Risk communication

Re-assessment – a circular process
• The stage of re-assessment indicates that this is a continuous and circular process.
Although illustrated at the “end” of the cycle, the re-assessment or re-analysis can take
place in any given phase or stage and at any moment.
• In many cases, risk assessment is carried out on an ad-hoc basis. However, the system
and risks associated with it require re-assessment of new situations.
• A proactive management is to be viewed as a continuous and cyclic process, because of the wide range of
interrelated influential factors and situations, such as:
• The systems and environments in which they operate, and many other influential factors and
conditions that are dynamic and constantly changing;
• More and better risk-related data and information may become available and accessible;
• Introduction or development of more advanced and better risk analysis/ assessment and
management methods, techniques or tools;
•

Increasing demands for more frequent and thorough studies of risky activities, technologies or substances.

• Changes in the maritime transport system and the surrounding environment require continuous attention to
identification, estimation and evaluation of new or additional risks. Alterations in the system elements, such
as the regulatory system, ships, dangerous goods transportation, packaging, handling, storing and
documentation of dangerous goods. With the implementation of new risk management strategies and
measures, one or several system elements may also have to change. Re-assessment provides feedback
on the effects and effectiveness of risk management strategies and measures. Additionally, re-assessment
of risks, allows decision makers to be informed about changes in risks in order then determine where their
future efforts should be pointed
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Risk management strategies and measures
• A large variety of approaches for dealing with risks exists. Although the choices
may be infinite, there are generally a few principal management strategies which
can be distinguished, namely:
• avoidance/elimination of risk
• reduction of risk
• transfer and acceptance of risk
The aims of risk management can be accomplished by employing numerous
strategies, which, in turn, use different ways and means that vary considerably
depending on the situation and the system.
The term “risk management measure” is the most generic term representing the
wide range of methods, techniques, approaches and tools for managing risks at
a more operational or tactical level. Some of the many different current terms in
use are:
• risks control measures,
• preventive, reduction and mitigation measures,
• safety measures, countermeasures,
• alternatives, actions and options.

Risk regions/levels and principles of
risk tolerability/ acceptability
•

As mentioned earlier, risk evaluation requires the
determination of the level or significance of estimated risks,
which may fall into one of the risk regions.

•

For each risk region, generic risk management strategies
and measures are designed to deal with risks, such as:
• Intolerable/Unacceptable Region: Risks in this
region are considered unacceptable or intolerable
and cannot be justified, except in extraordinary
circumstances. Immediate measures should be
taken to eliminate or reduce risks at the
acceptable/tolerable level irrespective of costs.
• The “As Low As is Reasonably Practicable”
(ALARP) or Tolerability Region: Risks in this region
may be considered undesirable, in particular those
that lie in the upper boundary but acceptable if they
meet ALARP. Undesirable risks may only be
acceptable /tolerable if the risk reduction strategies
and measures are impracticable or if the costs are
disproportionate to improvements gained.
• Broadly Accepted Region: Risks in this region are
considered negligible and broadly accepted. There
may be no need for detailed work to demonstrate
ALARP. However, it is necessary to insure that risks
remain at this level.

Risk management strategies-Risk avoidance/elimination

• The strategy of risk avoidance or elimination involves
elimination of risks at the source.
• This strategy may, for example, include the elimination of:
a) chemical-related activities (banning production and
transport of chemicals),
b) Transport or distribution hazards and their effects (through
the design and manufacturing of stronger and more secure
packages for the carriage of materials and chemical), and
c) causes and contributing factors of accidents/ incidents
involving dangerous goods releases and, subsequently,
their effects.

Risk management strategies - Risk reduction
• The strategy of risk reduction aims towards reduction, but not a complete elimination, of
the frequency of occurrence of undesirable events and the severity of their
consequences.
• There are numerous risks that cannot be eliminated in a technology-based society like
ours including production, transport, storage, handling and usage of many dangerous
goods as chemicals.
• At least currently and in the near future, complete elimination of most risks in the
transport of dangerous goods may not be possible, as this may be very costly, practically
difficult or not feasible.
• Moreover, contemporary society relies heavily on the use of a wide range of dangerous
goods and, subsequently, it desires the benefits of activities related to dangerous goods.
• With respect to the benefits of chemicals, the EU White Paper on the Strategy for the
Future Chemicals Policy in the European Community, states (EC 2001, p 4):
• Chemicals bring about benefits on which modern society is entirely dependent, for example, in food
production, medicines, textiles, cars etc. They also make a vital contribution to the economic and
social wellbeing of citizens in terms of trade and employment. The chemical industry is Europe’s third
largest manufacturing industry. It employs 1.7 million people directly and up to 3 million jobs indirectly.
• Given the benefits of chemicals, in many countries and industries, efforts have been made to reduce
dangerous goods risks to an “acceptable” level.

Risk management strategies - Risk reduction
• Risk reduction can be achieved by reducing the frequency of occurrences of dangerous goods release events and the severity
of their consequences should they occur.
•

These include two essential approaches to risk reduction, namely:

• Prevention:
which means to hinder undesirable events or keep them from happening, especially by taking precautionary measures.
Preventive risk control requires risk control measures in order to reduce the possibility of the undesirable events.

• Mitigation:
which means to make undesirable events less severe harsh or moderate . Mitigating risk control requires risk control measures
to reduce the severity of consequences of undesirable events or subsequent events, should they occur.

• Because of the increased complexly of interrelated elements of the systems and the large amounts of various types of
dangerous goods carried by water, an “absolute elimination”, which is hindering all dangerous goods release events, is not
possible.
•

Reducing the frequency of consequences once dangerous goods have been released also reduces risks. For example, in
order to reduce risks onboard ships, measures can be taken to contain flammable or toxic spills to prevent fires/explosions.
The risks can also be reduced by timely responses in evacuation of people (passengers and ship personnel) that are likely to
be exposed to dangerous goods hazards.

• The approach of reducing the frequency of occurrence, such as causes, contributing factors, hazard release events and
exposure, constitutes prevention, also known as loss or accident prevention. Whereas minimization of the severity of
consequences, once the release or involvement of dangerous goods has happened and the risk receptors are exposed to
dangerous goods hazards, is generally known as mitigation

Risk management strategies -Risk transfer
• Risk transfer is carried out in different ways, including:
•
•

risk transfer by insurance and contract,
risk sharing and physical transfer.

• Transfer by contract:
• Organizations may transfer insurable risks to a third party under a legal contract. These risks
are known as contractually transferred risks.
• In the shipping industry, for example, the charter parties, bill of lading and other contracts
(e.g. sale and purchase of goods) stipulate rights and liabilities arising in cases of marine
accidents and damages or losses of goods, including dangerous goods.
• Transfer by insurance:
• The purchase of insurance and re-insurance , is the most common form among the various
ones that risk transfer can take.
Nowadays, more risks have become commercially insured. In some industries or
businesses, insurance is one of the most developed areas of risk management.
Risk transfer is mainly based on cost-benefit considerations. The costs of insured risks
consist of insurance premiums, fees, commissions, and other administrative costs.
In the shipping industry, the risks are insured by risk carriers such as insurance companies.
Approximately 90% of the world's merchant fleet (by tonnage) is bound into a mutual, nonprofit-making structure, which is made up of the Protection and Indemnity (P&I) Clubs into
which ship-owners pool their third-party liabilities
Such liabilities include those arising from the ship, cargo and other property losses and
damages, personnel injuries, and pollution liabilities should they occur.

Risk management strategies -Risk transfer
• Risk sharing:
In many countries and industries, there are numerous risk pooling
agreements providing for organizations the possibility to cooperate in
reducing and sharing risk costs. In addition to the actual sharing of claims
and the pooling of premiums, the essence of this pooling is also sharing of
the services provided by the scheme management.
• Physical transfer
Risk transfer by contract or insurance, concerns transfer of risk costs and
responsibilities, but it may not necessarily concern physical transfer of
human, environmental or property risks.
Physical transfer of risks takes many different forms, including the transport
mode or activity, whose purpose is to reduce the frequency of dangerous
goods releases and/or the severity of consequences.
Modal transfer, for example, involves transfer of risks from air to the next
transport modes within supply chains, such as maritime, road or rail
transport.The carriage of many dangerous goods is prohibited by air, but
permitted by other modes. Risks are also physically transferred, for example
by diverting the route of transport means (i.e. ships) with dangerous goods
from high to less sensitive and dense residential areas.

Risk management strategies –Risk retention
• Risk retention:
• There are various reasons why certain risks are to be retained.
• In some situations, risks, however undesirable they could be, cannot be avoided, reduced or
transferred, as this can be economically or practically impossible.
• The decision makers may have no other choice than to retain these risks. In certain
circumstances, no active response may be a solution.
• Additionally , even after reducing risks at a given level, some risks may still remain, these are
known as residual risks. These types of risks may be considered as insignificant or negligible,
and further reduction may be very expensive and counterproductive.
• Risk retention does not necessarily mean doing nothing. However, also “Doing nothing”
means taking some kind of risk.
• Although risks retained may be at the “negligible” level, where no actions for changes or
improvements may be needed, the decision makers sould still need to commit considerable
time, resources and efforts to maintain these risks at the current level.
• Finely, “Self risk”, which is known in the insurance industry as deductibles, is another form of
risk retention. Another form of risk retention is "self-funding" or “self-insurance”, in which
certain organizations may fund insurance claims from their own reserves. This means that
claims arising, for example from serious accidents, may be funded from the reserves of the
organization. In some industries and sectors, self-insurance has been used for many years
as a means to take control of insurance.

Risk management measures

• The variety of possible measures to deal with risks is also endless. However, based on the
understanding gained through the literature, risk management measures are categorized based on
the purpose of enactment, legal aspects and their nature.
• Purpose or strategy of enactment:
Risk management measures can be preventive (measures to reduce the frequency of accidents) or
mitigating. Examples of preventive measures are technical and operational measures, to eliminate
or reduce releases of dangerous goods. Rescue services and contingency planning are examples
of mitigating measures.
• Legal aspects:
From a legal point of view, measures can be divided into
a) regulatory (command and control) or mandatory and
b) non-regulatory or voluntary measures.
Regulatory command and control measures include all categories of legally binding measures, for
example, technical or operational.
The transport of dangerous goods is highly regulated while a large number of responsible
authorities are assigned to enforce compliance with regulations. On the other hand, product
stewardship and environmentally friendly product design, employee health and safety programs,
information and education programs to modify people’s behaviors and promote marine pollution
prevention are voluntary initiatives developed with the purpose of reducing risks from chemicals.
For example, the European Commission in 1996 published 62 recommendations on the
development and implementation of Environmental Agreements with the aim of enhancing the
effectiveness of voluntary agreements.

Risk management measures- Type of
measures
The following are some paradigms of risk management measures by type:
• Information/knowledge: for example:

- Risk communication programs;
- Information tools, such as the classification and labeling system;
- Dissemination/sharing of risk-related data and information;

- Dissemination/sharing of risk assessment results;
- Public hearings.
• • Technological: the use of the best technology available including:

- Hardware - e.g. ships and packaging's;
- Software - e.g. risk analysis/ assessment software tools;
- - Information Technology and Communication (ITC) solutions.

• Operational: for example:
- Packing - Storage - Stowage
- Loading/discharging - Caring

- Transport - Documentation – Security
- A single measure can be utilized to affect one or several combinations of risk or system elements. On
the other hand, multiple measures can be designed to affect a single element.

- Often however, there is no single option to guarantee a high level of safety and health, environmental
and property protection. As a single measure may be insufficient, several measures are often
combined to accomplish the risk management strategies..
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Risk analysis Techniques
• Risk analysis techniques are utilized as analytical tools for
analysis of risk-related data and information.
• Some techniques center on the analysis of a specific risk
elements (like hazard identification), whilst others are better to
be used for the analysis of various system or risk elements. In
some cases, techniques are employed as additions or
integrated elements of the risk assessment frameworks.
• A brief presentation and an overview of risk analysis
techniques, along with their applications and processes will be
undertaken in the next slides.

Preliminary Risk Analysis (PrRA)
• Preliminary Risk Analysis (PrRA):
• is a systemic approach, whose primal aim is to recognize and distinguish the
risk associated with accidents that may occur during operations.
• This is a team-based approach that relies on systemic investigation by experts
and interests of a wide variety of issues related to a system or activity.
• A standard form worksheet is used for the analysis. These are some categories
of information that are produced during the analysis process such as:
• Identification and description of accidents
• Qualitative descriptions of probable problems (causes and contributing factors)
including the major contributors to accidents
• Current safeguards in practice
• Quantitative estimates of risk
• While also a list of recommendations for minimizing risk and quantitative
assessment of the effectiveness of recommendations.
• This technique is utilized for the generation of risk profiles across a wide range
of activities, including activities in seaports, (such as loading and unloading
procedures) .

Change Analysis (ChA)
Change Analysis (ChA):
• is a technique that is utilized to systematically investigate potential risks in order
to identify the proper risk management strategies and measures in changing
unfortunate occurrences.
• The technique is implemented to systems, operating practices, and policies that
are changing.
• It is also implemented in new actions that will be undergone, and which may
contribute to an actual accident or may introduce supplementary or new risks.
• For example, the analysis may focus on: “How can changes in the system
influence the outcomes?”
• This can be used as a source cause analysis method in accident investigations
as well as a proactive risk analysis technique in changing situations.

• Implemented along with other techniques such as the preliminary risk analysis
technique, the Change Analysis can be utilized to identify alterations in the
overall risk profiles in a system or activity, such as seaports

Pareto Analysis (PA)
• The Pareto Analysis (PA):
• is a technique that is employed to distinguish and prioritize the
major causes and contributing factors or effects, of accidents.
• This technique utilizes the Pareto rule, which supports that about
80% of the effects are produced by about 20% of the causes.
• The Pareto Analysis is a tool applicable from an activity or
operation perspective up to a system level, by ranking activities or
system accidents and their causes.
• This technique can also be employed to assess changes in risks
after alterations in the system or in activities have occurred. Based
on statistical data, the Pareto Analysis technique can supply
quantitative estimates that can then be graphically illustrated.

Hazard and Operability (HAZOP)
• Hazard and Operation (HAZOP):
• is a technique for the identification of hazards that utilizes a formal, structured and
systemic review of a system or process to:
• Recognize probable deviations from normal operations and their causes and effects;
• Illustrate what safeguards exist;
• Recommend suitable measures to avoid accidents.
• This technique has originally been developed to recognize and assess hazards in a
chemical process plant.
• By utilizing the brainstorming procedures, the technique is employed to identify hazards
and operational problems.
• A multidisciplinary team of experts, under the guidance of an independent HAZOP leader,
performs the brainstorming.
• The HAZOP technique utilizes a standard list of words (like "more," "less," "no")
combined with process conditions (e.g. speed, flow, pressure) to systematically consider
all potential deviations from the normal conditions. For each deviation, potential causes
and effects are considered, and whether additional safeguards should be recommended.
Information is provided in a standard format.
• Finally, the HAZOP technique generates qualitative results. It is mostly used for the
identification of hazards and operational problems in the processes of the systems,
especially fluid and thermal ones during procedures and sequential operations.

Event Tree Analysis (ETA)
• Event Tree Analysis (ETA):
is an analysis technique that models a wide range of potential outcomes of one
or a group of initiating events.
•

This technique describes safeguards, called lines of assurance (LOA) and
investigates how these safeguards and external influences affect the chain of
events.

• The ETA technique is utilized to provide qualitative descriptions or, when
significant amount of data are available, quantitative estimates of occurring
frequencies of various failure sequences and contributing factors.
• The scope of quantification is to get the structure of a tree, where each branch
can expand exponentially, but omit the stage of quantifying the branch
frequencies.

• The quantification requires significant amounts of statistical data, and it is
generally time consuming.
• This technique also provides recommendations for managing risks. ETA can be
used in any type of risk analysis, but it is mostly utilized to model events where
numerous safeguards are in place to prevent or interrupt escalation of events.
• An event tree analysis consists of a number of elements amongst which:
• Initiating event: the occurrence of certain failures that create events with
undesired effects;
• Line of assurance (LOA): the safeguard/protective systems or human actions that
prevail to prevent the initiating events and interrupt their escalations;
• Accident sequence or scenario: the specific pathways through which the
initiating events escalated to events with negative effects.

Fault Tree Analysis (FTA)
Fault Tree Analysis (FTA):
•

is a technique that models potential combinations between system elements, such as equipment failures, human errors, and external events and
conditions leading to certain accidents.

•

The Fault Tree Analysis technique relies on the backward search method utilizing the logic tree of the relationships. The analysis illustrates how
hazard events can occur through the escalation of a single or a combination of a wide range of latent initiating events.

•

It also illustrates the existing safeguards and how they can fail to prevent escalation of events.

•

FTA is applicable for any type of risk analysis, but it is utilized more effectively to analyze accidents or issues that are characterized by a large
number and complex combinations of events.

•

It can be employed as a tool to comprehend the most important factors and determine the real root causes of the accidents occurring.

•

This technique, can generate qualitative descriptions and, when significant amount of data are available, quantitative estimations of the risk
elements are also possible.

•

Finally, in qualitative and semi- quantitative approaches, it may not be necessary to estimate frequencies as the tree structure is considered to be
sufficient to illustrate the framework in which events occur.

•

The FTA procedures include the following major steps:

•

Definition of the system or activity of interest;

•

Definition of the top or initial event;

•

Definition of the top structure of the tree;

•

Exploring every branch of the tree structure in detail;

•

Solving the fault tree for potential combinations of events;

•

Identification of important failures;

•

Quantitative analysis;

•

Recommendations
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Conclusions

• The purpose of risk analysis is to provide answers to the fundamental questions
concerning risks. It provides decision or policy makers with useful and logically
structured inputs and perspectives about risks as well as recommendations for a
better risk management.
• Risk analysis/assessment, as well as other elements of the risk management system,
is generally a systematic and rigorous scientific process that is usually facilitated by
frameworks or techniques.
• Risk analysis is in principal a well structured scientific process, which is facilitated by
specific risk frameworks and techniques. The presentation showed that one framework
or technique may not offer a perfect suit for all situations and systems – “one size does
not fit all.”
• In many situations, several strategies and measures are often combined to achieve
efficiently and effectively risk management goals.
• The quality, quantity, diversity, availability and accessibility of risk related data and
information are prerequisite for validity and reliability of risk analysis results. The
review of many databases and risk studies show that risk-related data and information
is inhabited with a wide range of issues.
• Almost all risk management strategies and measures involve costs. It may be nearly
always possible to take measures that would reduce risks further, but the costs would
outweigh the expected benefits. Further, strategies and measures can be practically or
economically impossible, if not counterproductive. Therefore, in many cases, a
balance between costs and benefits is needed.

End of
Session
Thank you for your
attention!
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